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r{ noArrucaHo or I4cxpa Huroraesa Eepona, EfH 7011306973.
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EI4K/ByJICTAT 831913775, cbc ceAaJrr4rrle n aApec Ha ynpaBneHlle: rp. Co(fux 1700,6y1.

Hurona fa6poncxu 79,
B c6orBercrBr{e c ri314cKBaH}rsra;fia Bb3JroxI{TeJU{ npn Bb3JIaraHe na o6ruecrBeHa nopbrlKa, qpe3

ny6nurynane Ha o6sna aa cr6r.rpaHe na o(feprll c npeAMer: ,,!OCTABKA' IIHCTAJIAWIfl'VI

IAPAHIIIOHHA rrOAIpb]KKA HA ,,C]ICTEMA II3TTOJI3BAHA 3A BbHITIHA

,,3AIIIIITA CTEHA" - CbCTABEHA OT 2 EPOfl yCTPORCTBA (AKTIIBHO II

PE3EPBHO)"

yBA)KAEMII AAMII rI |OCIOAA,

1. Cnea 3aJro3naBaue c BclrrrKr.r AoKyN{eHTr,r u o6pa:uu or AoKyMerTarryrflTa sa o6ulecrneHa

IIOpbqKa, HI,Ie yAOCTOBepgBaMe lr rroTBspXAaB€Me, qe upeAcTaBilflBaJluflT OT HaC ) IaCTHI4K

orroBapr Ha rr3r,rcKBaHuflTau ycnoBr{rra rrocoqeHrl B AoKyMeHTaIIIasra sa o6qecrneHa Hopr"qKa B

rporreAypa c rpen\irer: ,,AOCTABKA, IIHCTAJIAIIII.fl I4IAPAHIII4OHHA IIOAIPbIKKA
HA ,,CTICTEMA T43TIOJI3BAHA 3A BbHIIIHA,,3AITIIITA CTEHA" - CbCTABEHA OT
2 F,POflyCTPOfrCTBA (AKTITBHO rI PE3EPBHO)"

2. flpeanoNeHr,Ie 3a I,I3TIIJIHeHLIe Ha lropbqKara:

Mnnuuararr rexrrnqecxu
xapenTeptrcrnKrr, QynxquonaJrrrocra n

II3trCKBAHIIff

Ilpeproxenue rra V.racrnnra
Ilapa$;roy Kouynurceft mrxe OOA:

Palo Alto Nehuorks PA-3220
Cucreuara Aa oc[rypflBa cJreAnure dyHnIIHoHaJrHocrrI:
O6oco6ssaHe Ha 3oHr.r c pa3nr.rqua crerreH Ha
AoBepr.re, KaTo pa3Aenfl Mpexara Ha 0TAeJIHH
cerMeHTr{ cropeA ifynrquouarnure LIM
XADAKTEDI,ICTI4KII:

O6oco6ssaHe Ha 3oHlI c pa3nrrqHa crerleH Ha

AOBepr{e, KaTo pa3AeJUI Mpe}IGTa Ha OTAenHrr
cerMeHTr.r cnopeA SynrquoniLJIHLITe I{M

XAPAKTEPHCT}IKI4;

O6oco6ssaHe Ha 3oHr,r 3a KoMyHHKauI,It c
BsHrrrHa Mpexa I4 KoHTponnpa.qocTsrra Ao T{x.

O6oco6qnane Ha 3oHI{ 3a KoMyHHKaIInt c

BbHrrrHa Mpexa u KoHTponupa AocTsrla Ao

Ttx.
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Konrponupa rpaSura Mexry 3oHure c
BbrperrrHr.r norpe6nrelu u HnrepHer.

KoHrponupa rpa$nna MexAy 3oHr.rre c
BbrperuHr4 uorpe6rarenu ra Hurepner.

Ha 6asa Ha aKpeAr.rrarlu{ or Arrrannara
.{apexropux KoHTponupa noBeAeurdero Ha
BceKr.r eAr{H norpe6urel [pr.r Aocrbna My Ao
I4nrepner Lr Bbrperrrnr.rre pecypc[.

Ha 6asa Ha aKpeAr.rrar\krfl or ArrusHara

,{uperropzr KonTponupa noBeAeHrrero Ha
BceKr{ eAr.{H norpe6urel ilp}r Aocrtna My Ao
I4Hrepner r4 BbrperxHr,rre pecypcr4.

Ifpegnrer Ha Hacrosqara nopbqKa e AocraBra Ha cncreMa or 2 6poa ycrpoftcrBa
(arrnnno u peqepBno) cbc cJreAurrre xapaKTeprrcrtrKn n OwrcuuoxaJrrrocrrr:
ClEcrerraara rprrlria Aa r.r3Bbpr[Ba r,rHcneKrlr{{
Ha rpaQnra H ra4enru$unaqrx Ha
IIpunox(eHr{rTa.

Cracreuara lr3BbpllrBa r{HctteKrlr,u{ Ha
rpaSnrca v ra4enrr.rSuraqxr Ha
nplrnoxeHr4rTa.

Cucreuara rpx6na 4a ocbrrlecrBrBa aarqr.rra or
MpexoBr.r aTaKr.r qpe3 cr,rcTeMa 3a rrpeBeHrlut
Ha araKr.rre (IPS).

Cracrervrara ocbrrlecrBrBa 3arru,rra or
MpexoBr4 aTaKv qpe3 cr,rcTeMa 3a npeBeHrlr4s
Ha araKr.rre (IPS).

Cucreuara rpx6na Ia alurr4sprpa
csAbpxaHr4eTo 3a HaJrEtrr,re Ha 3noBpeAeH KoA
(AntiVirus u AntiSpyware). Aa ce rpunarar
pa3nvqeH aHanr{3 r'a6asa Kareropus or URLs
HJrr.r rpyla oT rrpunoxeHvrs..

Cucreuara a:auwr3ilpa cbAbpxaHprero 3a
HaJrLrqLre Ha 3noBpeAeH KoA (Antivirus u
AntiSpyware). Ilpznarar prunrqeH aHaJrr.r3
ya 6asa Kareroprlr or URLs rrJrr.r rpyra or
npuno)KeHEr.

Cucrelvrara cneABa Aa r4Ma Bb3MoxHocr qpe3

4o6anxne Ha AorIbJIHI,rreJreH II,IIIeH3 Ia
aleurkrskrpa Zero Day Ha 3noBpeAeH KoA qpe3

craprr4paHe na (fafina BbB 3arrlnTeHara cpeAa.

Cucrenaara lrMa Bb3MoxHocr upe: 4o6an*re
Ha AOnbnHuTeJIeH nr4rleH3 Aa AIJAJTW3Idpa

Zerc Day Ha 3noBpeAeH KoI rrpe3

craprr4paHe Ha $afina BbB 3arrlr{TeHara

cPeAa.

Cucremara rpr6ea Aa ocbrrlecrBrBa
(funrprapaue na ye6 cafironere rro Kareroprlr
c uen Aa ce orpaHvqr4 Aocrsrra Ha
norpe6urenure Ha BbrperrrHrd 3a Mpe)r(a Ao
pecypcn Ao ouacHo cbAbpxaHr.re r llnrepuer.

CrEcreuara ocbruecrBsea QunrpupaHe Ha
ye6 cafiroBere no Kareroprrr{ c qen Aa ce
orpaHutu Aocrbrra na uorpe6r{TeJrvre Ha
BbTperrrHr.r 3a Mpexa Ao pecypcn Ao olacHo
cbAbpxaHr.re n I{nrepner.

Czcreuara rpa6na Aa rrpnrexasa DLP (Data
Loss Prevention) $yHxqr.lou€urHocr? Karo no
TO3I,I HAqLIH IUE CC OCbTCCTB'BA

u4enrnSrEraqux Ha (fafilone ro r.rMe vl
pa3rrrrapeur{e, r,r3nparqasu ul utu [onyqaBaHr,r B
Mpe)KoBr{r rpa$r,rx, ga ra ce Mr{Hr.rMLtsupa
Bb3MO}KHOCTIA 3A IBHAC'HE HA

roH(blalenq[aJrHa r,rnSoprnraqrr r4 KoHTpoJr Ha
nn $opnraqr4 oHnlrre KaHaJrpr.

CHcrerraara npr{TexaBa DLP (Data Loss
Prevention) (fynxquoH€urHocr, Karo no ro3u
HarrrrH ce ocbrrlecrBrBa z4enru$urarJnfl, Ha

$afinone no uMe lr prBruupenlre, Lr3rrparrlaur{
n/u:nu nonfraBanu B Mpexonux rpa$ur, sa

IA Ce MHHr4Mr,BHpa Bb3MOIKHOCTTa 3a

rl{3Hacfl He na xou(f r'r4eHrlr,raJrHa uu$opuaqnr

I,I KOHTPON TTA UTT (POPTTIAIIIOHHI,ITC KAHAJII{.

Cucrenaara rpa6ra Ia ocbruecrB.rrBa
rHcreKrlr.rs Ha HTTPS rporoKona
AeKpLTITTI{paHe I,r HHCIIeKUIIq Ha BXOArrrIa H
H3xoAslI SSL upexoBa KoMyHlrKarIn{.

Cracreuara ocbrrlecrBsBa I,IHcneKrIr{r Ha
HTTPS nporoKona - AeKpr.rilrupaHe H
lrHcneKrlufl Ha BxoArrqa H r{3xonrrq SSL
MpexoBa KoMyHr,rKaulrt.
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Cncreuara rpx6oa Aa ocbrrlecrBrBa
I,IHcrreKrIr{r Ha HTTP 2.0 rpororona
T,IHCileKIIHS Ha BXOA'IIIa U I43XOATITI

KOMyHrrKarlI,It

Cprcreuara octrrlecrBrBa LIucleKur,rs Ha
HTTP 2.0 nporoKona r.rucrreKrlr.r{ Ha
BXoAtIIIa u LI3XOA'III KoMyH[KaIIuq.

Cucreluara r:px6na ra [pr.rrexaBa
(pyHrqraouirnHocrr.r 3a .ueKpr{nr}rpaHe Ha SSL
MpexoBa KoMyHr4KarIr{r, KorTo TpaHcrropTr,rpa
n ce6e crl Kpr,rrrrr.rpanu SMTP, IMAP, POP3,
FTP u np.

Cncrenaara lpr.{Tex(aBa $ynrquourrJrHocrrr
3a AeKpr4rrrlrpaHe Ha SSL MpexoBa
KOMyHr,rKarIur, KorTo TpaHcrropTr.rpa n ce6e
cI{ Kprrrrupanpr SMTP,IMAP, POP3, FTP z
np.

.{erpuurnpaHero sa SSL rpa$ura, rpx6na 4a
e [po3parrHo 3a BcrdqKr4 SyHrcqr,ronannu
KoMrroHeHTvr Ha cacreMara: IPS, AntiVirus,
AntiSplware, r.rHcneKrlr{r Ha AaHHV H
Saftrone, ra URL durrpupane.

fierpznrupauero Ha SSL rpa(fuxa, e
npo3parrHo 3a Bcr4qKr.r SyHrqnona-unu
KoMrroHeHTr,r Ha cr{creMara: IPS, AntiVirus,
AntiSpyware, uHcreKrlus Ha AaHHrr n
tbafinose, u URL dunrprapane.

flomrrurara 3a Aexpr{rrrupaHe rpx6na ra krMa
Bb3MoxHocr Aa ce nacrpoftna ya6asana URL
KaTefopr4t.

flonraruxara 3a AeKpr4rrrr{paHe vtMa
Bb3MoxHocr .{a ce nacrpofina Ha 6asa Ha
URL rareroprrs.

florprrur<ara 3a AeKpr.rnrupaHe rpx6na .qa lrMa
Bb3MolKHocr Aa 6noxr4pa Aoclbna ,{o AaAeH
Web Site a clyuafi, qe orcpeuluara crpaHa He
[3noJr3Ba neo6xoAupro Hr.rBo Ha Kpr{rrrr.rpaHe
vrJru BaJrvp.eH cepru$uxar.

flolururara 3a AeKprr[Tr{paHe uvra

Bb3MoxHocr Aa bnoKr.rpa Aocrbrra Ao Aa,4eH
Web Site n cryrafi, tre orcpeuHara crpaHa
He r{3rIoJI3Ba ueo6xo,uulro Hr,rBo Ha
Kplrnrr{pan e trrvr BanprAeH ceprr,r$uxar.

Crncreuara rpx6na ,qa 6rle o6opyAnano c
Bcr,rqKv nr,rrleH3r,r neo6xo4urralr 3a r{3rpaxAaHe
Ha orAarerreH VPN Aocrbrr or rpafino
KJILTeHTCKT,T CTarrqlM KaTO nepcoHrurHkr
KOMnIOTpT{ H JIanTOrr.

Cprcreruara e o6opy4narra c BclrqKlr nlrrleH3rj

neo6xo4ravrlr 3a n3rpilKAaue Ha or,quureqeH

VPN locttn ot rpafino KJrr.reHrcrz craHrlr{}r

KaTO rrepcoHaJlHtl KoMnIoTpH rr Jrarrrorr.

Cncrenaara rpr6na Ea ocbqecrBrBa
6norupane Ha Bcr.rqKrr npfinoxeHr,rr qpe3
lpunaraHe Ha llpllHrluna 3a Mr4Hr,rMaJrHLrt

Aocrbrr (The Principle of Least Privileges) -

BCI{qKV IIpHIOXeHI,I{, KOI,ITO He Ca U3pIrqHO
yKa3aH[ KaTO pa3perrreHr,r 3a H3rroJr3BaHe B
xonSurypnpaHl{Te B cr4creMar a ilorvtrvtlr :pr, Ia
6rAar 6lonrEpanu.

Cucreuara ocbrrlecrBrBa 6rorupaue Ha

BCHqKr.r llpl,InoxeHvfl arpe3 [pHJraraHe Ha

rrplrHrllrla 3a Mr,rHr,rMaJrnus. Aocrbrr (The

Principle of Least Privileges) - BclrrrKr4

npunox(eHilq, KolrTo He ca [3pur{Ho yKa3aHr4

KaTO pa3perrreHr{ 3a r,r3rroJBBaHe B

rcou$uryprapaHzTe B cucreMara rroJrr.rrrrKr,r,

1La6r4ar 6rorrapanu.

Cncreuara rpx6oa ra ocbrrrecrBrBa
r4AeHTH(br.rKarI[s Ha rrpunoxeHusra 6es orneA
Ha I,I3IrOJr3BaHr4r oT Tfi KoMyH[KarI]roHeH

rlopr, nporoKon (nrcmo.lnremro P2P, IM,
Skype, Webmail, Webex r4 np.) rr Kpprrrrr.rpaHa
trrrr4 He (popua Ha KoMyHHKaur{r c qen
HANAIAHE HA NOJII,ITI{KI,I 14 CIIASBAHE HA

lpaBr{nara :a rau$opuarluoHHa cr4rypHocr

Cncrenrara ocblrlecrBrBa LI.ueI

Ha ilpunoxeHu.f,Ta 6es

LI3IIOJI3BaHT4T OT T_nX KOMyHpIKaIII

nporoKon (nrmo.rure:ruo P2P,
Webmail, Webex u rp.) r,r KpHn
ne $opua Ha KoMyHr4Karlrls c rI(
HA IIOJII,ITI'KI4 I4 CTIA3BAHE HA NI

nn$opuaqlrouHa curypHocr

rru(fuxaqux
OIJIEA HA

roHeH rropT,
IM, Skype,
TIjpAHA vnkr

)JI HT}JIATAHE

)aBulraTa 3a

r ,z  .  \ \
\--'z ti

l3
Cucreuara rpa6na Ea npeAocraBs
Bb3Moxuocr 3a rouQnrypaqur Ha

Cracreuara npeAocraBr Bb3M

rouipurypaqvfi. Ha tronr.rrnKuTe g

3a
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noJrlrrlrKlrre 3a cl4fypHocr qpe3 AeoI,IHlIpaHe
HA I'I3TOITIII,IKA HA MPEXOBATA KOMYHUKAIII4',

KpaftHara rlen Ha MpexoBara KoMyHnKaIIUs
(nocora), npuJloxeHuero ulutru

rrpr,rJroxeHr4rra, 3a Ko[To ce orHact

rroJrr,rrrlKara, .uetfnuupane Ha MpexoBllTe
ycnyr[ KaKTo H KaKBa Aa 6r.qe aKTI{BHara
peaKrlur aKo Kpr.rrepurare 6r4ar I43rIIJIHeHI{.

qpe3 4e(pranupaue Ha H3ToqHI'IKa Ha

MpexoBara KoMyHLIKaIIua, xpafiHara qen Ha

Mpex(oBara KoMyHuKaul4t (locoxa),

rlpr{JroxeHl{ero u/uttu tlpl{roxeHl4sra, 3a

Kor{To ce orHact rIoJII,ITLIKara, 4e$uuupaue

Ha MpexoBI,ITe ycnyru KaKTO I4 KaKBa Aa

6rAe arruBHara peaKIII{t aKo KpI,ITepI{HTe

6r.uar u3nbJIHeHI4.

Cncrerua:ra rpa6na Aa ocbilIecrBtBa
rperparrlaHe Ha flo.qo3plrrenHllTe DNS sa-rsxll

KbM crreqrraruro uoA6pan rlpol{3BoneH aApec c
qen 6rpsa u4euru$uxa\r4r vr 6rorupaHe na

KOMyHuKarInrTa Ha 3apa3eHLI XOCTOB9 oT

BbTperrrHara Mpe)Ka.

Cucreruara ocblrlecrBtBa npeilpauaHe Ha

noAo3prrreJIHI,ITe DNS 3atBKLI KbM

crrerlr4anHo nog6paH npol,I3BoneH aApec c

qer 6rpea ugenru(pnxa\vflvr 6noxupaue na

KOMyHI4KaIIilflTA HA 3apa3eHll xocToBe oT

BBTperrrHaTa Mpexa.

Cr.rcreuara rpx6na Aa [peAocraB.f,
MexaHr43bM, LrHTerpupaH B MeHHAXMbHT
unrep(pefica, xofiro Aa rro3BoJrtBa Kopenalllas
Me)KAy aHoMaJrr{rrre B Mpexonur rpaQux u
rroBeAeHuero Ha rpafiHure uotpe6uren[ c qen

ugenrraQrara\vs, Ha noreHrluirJrHo 3apa3eHrl
rpafiHu craHur{Lt, Kor,rro ca qacr or 6orner
Mpe)Ku.

Cracreuara npe,qocraBt MexaHI{3bM,

r4uTerpr4paH B MeHLI.{xMbHr tlurep$eftca,

rofiro Ia no3BotltBa Kopenallu{ MexAy

aHoMaJrr4r4Te B MpexoBll.x rpa(fnx H

noBeAeHuero Ha rparinure uorpe6rarenra c

uen ra4euru$uxaqn.r Ha noreHIIuaJIHo

3apa3eHr,r rpafinn craHIItII4, KoLITo ca qacr or

6orHer Mpe)Kl4.

Cprcreuara rprbna Aa rrpeAocraBt

$yurcqnonaJrHocr za ge$uuuparre Ha VLAN-ra
zaLayer 2 uLayer 3 nnrep<feftcure c qen Aa
ce ocurypfiT fbBKaBr,r MexaHr.r3Mr.r 3a
trHcileKrlr.r-fl ua rpaSnra, Kor.rro Aa noAAbpxar
cb3laAeHuTe 3a Hyx,qr{Te Ha opraHu3a\vflTa
MpexoBr4 cerMeHTI{.

Czcreuara [peAocraBx rf yHxquouaJlHocr 3a

4eSuHupane Ha VLAN-r zaLayer 2 uLayer

3 zHrep(peftcure c qen .qa ce ocl4ryptr

IbBKABI,I MEXAHI,I3MI,I 3A I,IHCTEKIII,IS HA

rpa$uxa, Kor{To Aa noAAbpxar cb3AaAeHLITe

3a HyxAr{Te Ha opraHw3ar\vflTa Mpe)KoB}I

CETMCHTII.

Cucreruara rpa6ra ra [peAocraBt
$ynrquonaJrHocr 3a r.r3rpaxAaHe Ha site-to-
site VPN ryHenr4 Ha 6asa IPSec v IKE
craHAaprrdre. flpunoxenne Ha SSL
cran.qapra 3a peanlr3arlrr na client-to-site
TorroJrorug 3a [peAocTaBrHe Ha cr4rypeH
KpLIIITI{paH ,UOCTbrr AO rleHTpr}Jrn3r'rpaHl4Te

unrpoprraaquoHHr.r pecypclr

Cucreuara lpeAocraBx (pyHxqIaoHaJlHocr 3a

r43fporAaHe lra site-to-site VPN ryHenLI Ha

6asa IPSec u IKE craHAaprrlre.

flpuroxeuue Ha SSL craHAapra sa

peann3arlkrs Ha client-to-site ronoJlorllt 3a

rrpeAocTaBtHe Ha curypeH KpunTllpaH

AOCTbII AO IIeHTpanI,I3prpaHr,ITe

nnSopuaquoHHLt pecypcl4

Cr.rcreuara rpr6na Aa rrpeAocraBs
([yaxqrouaJrHocr 3a ynpaBneHrre n
rrpuopr{rrr3r.rpaHe na rpa(fnra (QoS) cropel
Tlrna npuno)r(eHr,re.

Cxcreruara flpeAocraBr <pynrquoHilnHocr 3a

yrrpaBneHr,re H rpIlopLIrrI3LIpaHe ua rpa(f uxa
(QoS) cropeA rnna ilprIJloxeHlle.

Cucreuara rpx6na Aa [peAocraBr rrpo3parrHa
z.4enrH$raraqux Ha norpe6urerure 6es

Cucreuara [peAocraBr [po3paqua
ra4eHrraQr,rraqux Ha norpe6r,rrenr,rre- 6es
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r,r3r,rcKBaHe Aa Ce npeAocTaBsT rroTpe6r{TencKo
r.rMe r{ lapona.

r43r,rcKBaHe Ia ce npeAocTaBrT

noTpe6r{TeJrcKo uMe r{ napona.

Cuctervrara rpr6na Aa rrpeAocraBr 3arrlr4Ta Ha
Koprroparr.rBHlrre norpeburelcxr,r r4MeHa u
naponr{ Aa 6rAar r,r3rroJBBaHH B cr,rcreMr{ Ha
uy6nuuno AocrbnHr.r AocraBqr.rqn. (Dropbox,
Google, Facebook, Linkedln)

Cracreuara lpeAocraBr 3aqr4Ta Ha
Koploparr4BHr{Te uorpe6ureircKr,r r,rMena r4
naponu Aa 6r.lar lr3rroJl3BaHr,r B ct4creMu Ha
ny6nrauno AocrbnHr.r AocraBqr4rlu.
(Dropbox, Google, Facebook, Linkedln)

Cucreuara rpr6na Aa npeAocraBt
$ynxqraonaJrHocr 3a 4e$r.rnupane Ha
LrHAI,rBlrAyanHr,r Mapupyrr.r3prparru.r ra6ruarlz c
qen ocEryprBaHe Ha MaprupyTn3r4parrlH
(py.nxquona-rrHocrr.r 3a pa3n[qHzTe MpexoBr,r
CEIMEHTI,I.

Cucrevrara rpeAocraBr (flurqr.roHaJrHocr 3a

4e(pr,rnr,rpane Ha un4uBuilyurlr'r4
Maprrpyrr,r3rparqv ra6nraqu c qen

ocur)?rBaHe Ha Mapmpyru3rrparqu

Qynr<quouaJrHocrrr 3a pa3nr4qnr.rre Mpe)KoBlr
CETMEHTI{.

Cucreuara 'rpa6na Ia rrpeAocrzlBt
SynrquonaJrHocr 3a MoHtrropr,rHr, aHiurr,r3 Ha
JloroBere rr peloprr.rHr or cilMoro ycrpoftcrno.

Cucreuara lpeAocraBr $ynnqr,roHanHocr 3a
MOHUTOpI{Hr, aHaJIr,I3 Ha JrOfOBeTe Vr

perroprrlHf or caMoro ycrpoftcrno.

Cz cteu ara :rpa6na Aa nplrrelr( ava y e6 6 azup arr
unrep$efic 3a ynpaBneHr{e Ha ycrpoftcrnoro r.r
urilur,u4yzulrro 4e@uulrpyeMr.r B cr,rcreMara
loJIeTa 3a rIoKa3BaHe Ha pa3nuqHl,I cTaTHcTI4KI,I
Ha 6asa BpeMe, npunoxeHrre, Kareropuu,
notpe6nteJrr.r, 3arrJrnxu il np.

Cncreuara [pr{TexaBa ye6 6azupan
unreplpefic 3a yrrpaBneHue Ha ycrpoficrnoro

u r.rHArrBr4AyrurHo 4eSunupyenarE B
cr,rcTeMaTa noneTa 3a noKtI3BaHe Ha
pa3nuqHr,r crarl,Icrr4Kr4 Ha 6aza BpeMe,
npI,IJIoxeHlIe, Karefopuu, norpe6r4Telrvr)
3annaxlr u IIp.

Jloronere Ha cr,rcreMara rpr6na Ia ca
AocrbrrHu n ye6 r.rnrep$eftca c Bb3MoxHocr 3a
KoHreKcryamro Qr.rlrplrpaHe r.rnu $unrpr4paHe
Ha 6asa KJrroqoBa AyMa. I,Iu(foprr,raquara
cJre.qBa Aa e o6orareHa KoHTeKcryurJrHo c
AaHHr.r sa norpe6r,rreJr r{ rpyla, rroJrf{eHa or
IlHTerparlur c 6azu 3a yrrpaBneHue Ha
norpe6r.rrennre (Active Directory, LDAP u
Ap.).

Jloronere Ha cr4creMara ca AocrbunrE r ye6

unrep$efica c Bb3Mo)KHocr 3a
KoHTeKcryaJrHo (furrpupaue urvr

Suntpupaue Ha 6aza KrrorroBa Ayrv{a.
I4u(fopuaqr.rara cne.{Ba ra e o6orareHa
KoHTeKcryanHo c Aalalavr sa uorpe6r,rreJr r.r

Ipyna, [onytreua or r{HTerparlus c 6azu sa
yrrpaBneHr,re Ha uorpe6urerure (Active

Directory, LDAP pr .up.).

Cucreuara rpx6na Aa npr.rrexaBa
(pynrqr,ronaJrHocr 3a r.ruTerpupaue c
IleHTptrJrr.r3npaEa MeHTTAXMbHT CHCTeMa, C
KOflTO Aa MOraT AA Ce [p[JraraT

lpeABapr.rremroronQvrypkrpanvrnoJrlrrlrKn3a
3arIIlITHrr creHr,r u rpafino KJrr{eHTcKa 3arqr,rra.

Cncrerraara npilTexaBa (pluxqzouirJrnocr 3a
r.rHTerpupaHe c ueHTpann3r.rpaHa
MeHI,IAXMbHT CI,ICTeMa, C KOSTO Aa MOIaT Aa

ce [punaraT rrpeABapr,rTenHo
ron$zrypupaHn noJrr.rrr4Ktr 3a 3arrlr4Tnlr
crenpr r xpaftHo KJrr,reHTcKa 3arTlrrra.

Crncrerraara rpr6na Aa flpurex(aBa

QyurqnonirJrHocr 3a uHTerpa\vrfl c rpafiHo
KJILreHTcKlr co$ryep 3a 3arrlr4Ta or cbrrlr4t
rrporr3BoAr.rren pa6orerrl Ha 6aza sa machine

Cucreuara [plrrexaBa (pyHxqraonarHocr 3a
HHrerparllrr c rpaftHo KJTHeHTcKH co0TX-e,p-R

3arr{r.rTa oT cbilIxs npor.r3BoAr{Tsw
(
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learning v anuru3 Ha noBe.{eHrre Ha
nplrJroxeHI,IsTa.

Ha 6a3a na machine learning I4 aHaJII,I3 Ha

rroBeAeHr.re Ha np[noxeH]ItTa.

Cncteuara rpa6na Ia uplrrex€Ba
(fynrquoua-nnocr 3a HHTerparlr4r c
IleHTpanr{3upana o6la.*ra nnar$opua or
cbrrlllt [poI,I3BoAr4TeJr 3a aHaJII,I3 Ha JrOrOBeTe

U IIpeAOCTaBtHe Ha AH.AJIIi{.3 3a TeKlaIIIlt aTaKlI B

OpraHI,I3aIIu{Ta qpe3 aBTOMaTLIIIHa AeTeKIIus
6asupana Ha noBe,ueHr{e. (Unsupervised
machine learning)

Cucrenaara [pr{TexaBa (py'nxqraonanHocr 3a

uHrelpauur c rleHrpilnv3vrpana o6raqsa

nnar$oprvra oT cbrrlHr [por,r3BoAuTen 3a

aHaJII43 Ha JIOTOBeTe lI rrpeAocraBrHe Ha

aEraJrvr3 3a TeKyrrlu aTaKr4 B opraHr.r3arllrrra
qpe3 aBToMarvHHa .qereKrrlrfl 6azupaua ua

noBeAeHue. (Unsupervised machine

learning)

Cucreprara rpx6na Aa npzTexaBa

SynxqnonaJrHocr 3a rlHTelparlns c o6raqna
ycnyra Ha cbrrlr{fl npor{3BoAHTeJr 3a aHaJrLI3 H
orqer Ha reKyrqlrte ararul 3arrJrixr4 KaKTo 3a
opraHrr3arlusTa TaKa vr 3a cxoAHa c Het.
florasnaHe Ha reuAeHrlvpr, anaJrvr3rr lr MeroAlr
3a rrpeBeHrlr.rr B cBeroBeu uauta6.

Cucreiuara npr.rrexaBa $yarqIaoHilJlHocr 3a
r.rHTefparlr4.s c o6raqHa ycnyra Ha cbIrII{t
npor,I3BoAI4Ten 3a aHaJII,I3 VI OTTIeT Ha
TeKyrrIHTe alat<nl 3arIJItxI4 KaKTo 3a
opfaHn3arlt4flTa TAKa rr 3a cxoAHI4 C Het.
floraseaHe Ha TeHAeHII[u, ar:urvI3v,,r
MeroAr{ 3a rrpeBeHrlnr B cBeroBgs vanla6.

Cracreuara rpa6na ,ua Moxe .(a r.{Hc[eKTr{pa
DNS rpaQuKu Aa npaBr4 rrpeBenrlrrr Ha araKn
6asupasu na DNS Tunnelins .

Cucreruata Moxe ra I,IHcrIeKTupa DNS
rpa(pux r,r Aa rrpaBr{ npeBeHllr4s. Ha araKu
6azuoanu na DNS Tunnelins .

Cucreuara rpr6na Aa Moxe Aa cneAr.r u
ofpaHr,rqaBa Aocrbrra Ao aBToMarr{rrHo
reHepnpaHrl AoueftHr,r (Domain generation
algorithms (DGA))

Cucreruara Moxe Aa cJIeAI4 u orpaHurraBa

AOCTbna AO aBTOMaTI,TqHO reHepl,IpaHu

Aoueftnra (Domain generation

algorithms (DGA)

Cncreuara rpr6na Aa rrprrrexaBa
B63Moxnocr 3a Mr,rrparJus. Ha pa6orerqara
rou$rarypaqrx (Backup) or ocHoBHoro
ycrpoftcrno KbM pe3epBHoro, BKrrorrBarrla
BcHtIKr,I $1'nxqr,roHaJrHocrlr r,r Jrr,rrIeH3H

Cucreuara nprlTexaBa Bb3MoxHocr 3a
Mvrparlprr ua pa6oreqara roHtpvrypaws
(Backup) or ocHoBHoro ycrpoficrno rru
pe3epBHoro, BKJIroqBauIa BcI,IqKlr

6yurquonaJrHocrr.r H nnrleH3r.r

Munnnrannn rexntrqecKn xapaKTeprrcrunn
na ycrpoficrBara (arrnnno n perepnno):

Yqacrnurrr ilpeAnara Krlbcrep or 2 (ara)
6poa ycrpoflcrna:
Mopxa: Palo Aho Networks
Moden: PA-3220
Ilapmudeu HoMep : PAN-PA-3 2 2 0
JIuarc KbJw cmpawuqa Ha npouseodumenfl:
https : //www.pal oaltonetw orks. c om/

Bcrrco or Konro orroBapr Ha crreAunre
MIIHNMAJIIIN TCXHtrIIECKU IIADAMETDII:

Mununralna
lpoilycKarenHa cnoco6nocr

4.6 Gbps 4.6 Gbps

Munuualna
ilponycKarenHa cloco6nocr
c aKTlrBlrpana Qynxqvrt 3a
n4euru$uxaqux Ha
TIPI,IJIOXEHI,ISTA

4.5 Gbps 4.6 Gbps

MunHualna
npolycKareJrna cloco6nocr
C AKTUIBVIDAHVT

2.1 Gbps 2.2Gbps 
ffi
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(fynxquonurJrHocrr4 3a
IPS/AntiVirus/
AntiMalware gaqura, URL
(franrpnpaue u
ugeuruQuraqur Ha
(pafirone u rryBcrBr,rrenHo
cbAbpxaHr.re s rpaduxa
Zgenru(pr,rKarlur Ha
IIp]InoxeHI4'Ta

@ynxquouann
ocTTa cne.rlBa

ocr4fyprBa oT
caMaTa
3AIUI,ITHA CTEHA

OynrquouiurHocrra ce ocr.rryprBa or caMara
3TUUI,ITHA CTEHA

Mr.ruuua-neu 6poft TCP
ceculr

900,000 [,000,000

Munurualen 6pofi HoBr{
ceculvr B ceKyHAa

52,000 57,000

,,{a uo44rpxa r.rnrerpa\un c
HSM

[a Aa

Munnualen 6pofi Ha
pa3rro3HaTr.r u rroAAbpxaHr4
IID}IJIOXEHI4'

2750 2981

MuHtrnaareH 6pofi
nnrep$eficu

fia pa3nonara
12x10/100i  100
OBase-T ports
u 4x10G SFP+
Ports.

Pagnorara c l2xl0/100/l000Base-T Ports,
4x1G SFP Ports u 4xl0G SFP+ Ports.

Pexuun na unrep$eficure L2, L3, TUP,
Transparent
mode (Virtual
Wire)

L2, L3, Tup, Transparent mode (Virtual
Wire)

Maurpyrusuparrvr Synrquu OSPFv2/v3,
BGP with
graceful
restart, RIP,
static routing
Policy-based
forwarding
Point-to-Point
Protocol over
Ethernet
(PPPoE)
Multicast:
PIM-SM, PIM-
SSM, IGMP
vI, v2, and v3
Bidirectional
Forwarding
Detection
(BFD)

OSPFv2/v3, BGP with graceful restart, RIP,
static routing Policy-based forwarding

Point-to-Point Protocol over Ethernet
(PPPoE)

Multicast: PIM-SM, PIM-SSM, IGMP vl,
v2o and v3 Bidirectional Forwarding
Detection (BFD)

MraHuvannra LI3HcKBaHlrt
K6M IPSec
}IMNJICMEHTAuJd.',

Key exchange:
manual k"y,
IKEvI and
IKEv2 (pre-

Key exchange: manual k"y,
IKEv2 (pre-shared k"y,

IKEvI

authentication) Encryption:
(128-bit, t92-bit, 256-bit)

3D
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shared k"y,
certifrcate
authentication)
Encryption:
3DES, AES
(128-bit, t92-
bit, 256-bir)
Authentication
: MD5, SHA-I,
sHA-256,
SHA-384,
SHA-512

MD5, SHA-I, SHA.256, SHA-384, SHA-
512

Mununaa.nen 6poft
KoHKypeHTHr,r SSL
VPN uorpe6r.rrcrx
BKJIIOqEHI{

CI{CTCMATA

1024 SSL VPN norpe6nrenslOOO SSL VPN
norpe6urera

MunuuareH 6pofi IPSec
Site-to-Site VPN
r:vnera./rvnenuu

4000 rynera/rynernn unrepQeficu

Ycrpoftcrnoro Aa vvra
Bb3MOXHOCT 3a Br{pTyErnHH

KOHTEKCTI,I MI,IHII

Ycrpoficraoro Aa rrogrpx(a
Br.rpryanHr,r ra6maqpr 3a

Mprnnnaa-nen 6poft
rroA,4bpxaHu VLAN

4,094 6por
IEEE 802.1q
VLAN
MapKepa (tags),
ronSurypupye
MTI 34 BCEKI,I

nnrep(fefic u
o6ulo 3a

4,094 6poa IEEE 802.1q VLAN MapKepa
(tags), r<ou$r.rryprapyeMr4 3a BceKr.r

unrep$efic n o6ulo:a yc:rpoftcrBoro

IPv6 no1.qpbxKa BcrEqru
rcon(purypauuz
3a
uurep([eficuur
e MoAynr,r Ha
3aIII}ITHaTa

creHa rpr6ra
Aa noAAspxar
IPv6 KaKro ,r
BCI,IqKI,I

KOHTpOnHr.r
(pynrqnz Ha
clIcTeMaTa
rpx6ea ra ce
H{IJIIIqHI,I I,I 3A

IPv6

Bcuqru rou(purypaur4r sa ranrep(peficnnre
MOAyJrr{ Ha 3arqlrTHaTa cTeHa rroAAbpxaT

IPv6 xarro r.r BcrrrKr4 KoHTpoJrHpr $ynr<qrau
Ha cucreMara ce HiuruqHra u sa IPv6

-.,, , trr)

\h )p

tb
I,Incneruns Ha SSL Cncreuara Aerpprrrrr4pa r.r r.rHcleKTr.rpa

0000:!
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orneA Ha npnnexanlr.rfl
npoToKoJI, KaTO npeAOCTaBS

AeKpr.rrrrr,rpaHr4r rpa(br{K Ha
BCI.IqKI,I CBOI,I

(!yurquonannn
KOMIOHeHTI4, 3a I,IHCTIeKIII{'

u
HAJIATAHC HA IIOJII,ITI,IKI,I HAI

cbAbpxaHr4eTo

AeKpLrnrrpa
r,rHcIIeKT[pa
SSL

Cno4erxne
AeKpr.rrrTHpaHr4t
rpa(pux

HA

SSL
Cncreuara
cneABa Aa
npe.{ocTaBt
Bs3MOXHOCT

AeKp14 nTr.rpaHlr
s SSL rpa$ux
IA MOXe AA
6sAe croAersH
npes mirror
port c Apyrlr
cpIcTeMrI,

KOI,ITO HE

pit3rronafar c

Bb3MOXHOCT 3A

,qeKplrIITr.lpaHe
na SSL rpafrux

Czcreuara [peAocraBr Bb3Mo)KHocr

AeKpvnrrrpanzs SSL tpa<pur Aa Moxe Aa
6rAe cnoAeJrrH npe3 mirror port c Apyrr4
CLICTeMI{, KOI,ITO He pa3nonafaT C

Bb3MoxHocr 3a reKpr,rrrrr,rpaHe Ha SSL

rpa(pux

Ynpannenze Ha KaHiura Yrpannenr.rero
HA KAHAJIA

(QoS) cneABa
AA E HUIJII,ITIHO II

rrpr4noxr,rMo 3a
BCgKO

n4euru$uqup
aHo

TIDI{JIO)KEHIIC

Vrpanrenuero Ha KaHana (QoS) e Hiurr.rrrHo

n rrprrJro)KlrMo 3a Bc.f,Ko u4enrz(fuqlrpaHo

rrpr4JroxeHl,Ie

Ynpaueuue
ycrpoficrnoro

HA Bcsxo or
ycrpoficrnara
B CrrcTeMaTa.4a
I,IMA

Bb3MO)KHOCT

IA Ce

ynpaBnsBa
nocpeAcTBoM
I4MNJICMEHTAII

krs. Ha REST
based API 3a
npefneA Ha
rcon$rrypaquu
TE,

'I3IIbJIHCHI{E HA

KOMAHAI,I H

I,I3BIIIqAHE HA

AaHHLM

penopTr4 B
XML

Bcsxo or ycrpoftcrBara B cr.rcreMara ce

yrrpaBnrBa rrocpeAcTBoM r,rMrrJreMeHTarlu.f, Ha

REST based API sa rperneA Ha

rou(f urlpaq vrvtr e, ra3nbJrHeHr,re Ha KoMaH,uI

r.r r{3BJrr{qaue Ha AaHHr.r tE perroprtn n XML

Sopuaru. Bcsro or ycrpoftcrnara B

cr,rcTeMaTa [oAAbpxa BceKr,r eAIrH oT

cJreAHure Mero.qrl 3a ynpaBnenne: CLI, ye6

KOH3OJra, rIeHTpanr43VpAHA CLTCTeMa 3a

ynpaBneH[re
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$oprvraru.
Bcsro or
ycrpoftcrnara
B CLICTEMATA

cneABa
noAAbpxa
BCeKU eAUH OT
CJIEAHI4TE

MeroAH 3a
ynpaBneHr4e:

CLI, ye6
KOH3OJIa,

rIeHTpanr43r4pa
HA CI,ICTEMA 3A

VNDABJICHI,IC

Mprnzua-nen 6poft
znrep(feficu 3a
ynpaBneHr4e

10/100/1000
out-of-band
management
port
2x
10/100i 1000
unrepSeftcra sa
orr<asoycrofiu
I4BOCT

1 x RI-45
KOH3OJIEH IIODT

1 x 10/100/1000 out-of-band manasement
port
2 x l0 l l00l1000
unrepQeficu 3a orKa3oycrofiqunocr
1 x RI-45 KoH3oneH nopr

Montax r pa3Mepv flpe4na-:naueu
a 3a Brpax(AaHe
s 19" llrxa(f c
MAKCI,IMT}JIEH

Da3Mep 2U

llpe4ua:uaueHa 3a BlpaxAaHe s 19" ruxa(f c
pasrr,rep 2U

BxoAHo Hanpe)KeHr.re
(Bxogrqa
.recrora)

100-240vAC
(50-60H2)

100-240vAC
(50-60H2)

CotpryepHa pr xapAyepHa
fapaHrlr4oHHa noAApbxKa
365x24x7

Olpepupa ce
cpoK Ha

I'I3TIbJIHEHPIC

wu:c'.12
Meceqa.

H3nunurengt
cneABa Aa
rrpeAocTaB[
BCI,IqKI{

ueo6xoAralrpr
IHIIeH3H 3a

rapaHrlr,roHHa

rroMpb)KKa oT

flpousro4zren
x. .{oxa:na ce
qpe3
nocotlBaHg Ha

flpe4loxeHr,rero Ha f{acrHr,rxae 12 Meceqa

co$ryepHa r{ xapAyepHa rroMpbxKa

365x24x7.

3a4slxanaue ca [a npeAocraBr{M Bcr,rqKr{

neo6xo4urvrr,r nurleH3lr 3a rapaHIIrIoHHa

noAApbxKa or flpousBoAr.rrer-f,, Kor{To ca

cbc cJreAHr{r [apTI4AeH HoMep:

PAN-SVC-BKLN-3220

Ilo44prxrara ocr4ryprBa xapAyepHa
rroAMrHa na 4e$ercrupano ycrpoficrno n
paMKr4Te Ha cneABarrlaa pa6oreu AeH or
perprcrpupaHero na upo6reu, BpeMe j3;L::

peaKrlr{.f, rrpr4 rrpooJleMl{ : KpI,ITL \ {  . . l r  r _ i _ l . n .

/-'--"--
I,IHIII,IAEHTI ( OTIIA,{AHE HA 1 uac, ? '

r-\c{
Y)000024
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IIaprr,rleH
HOMep.
Ilo4gprxxara
ce oqaKBa Aa
ocuryprBa
xapAyepHa
noAMrHa Ha

4eSerrupa-uo
ycrpoficrno n
paMKrrTe Ha
cne.qBarrlI{.'I
pa6oreu 4en
OT
perucrpr4paHeT
o na upo6leu,
BpeMe 3a
peaKunr rrplr
npo6relau:
KpuTr4qHr4
I4HIIVAEHT}I

(oTrraAaHe Ha
ycryru) - I
qac, BI,IcoKo

npuopr.rTeTHr,r
(.racrrauHo
oTrraAaHe Ha
ycnyru) -2
qaca, cpeAHo
IIpI,Iopr.rTeTHr.r
(naua
oTnaAaHe Ha
ycnyII4,
upo6rerra c
oT.4enHr,r
flpoA]'KrlrroHH
VI

(!yHrqraoua-un
ocru) -4uaca,

HI{CbK

upnopurer - 8
qaca.

BrrcoKo npvop[Ternu (vacrzuHo orlaAaHe
ua ycnyrn) - 2 uaca, cpeAHo rrpnopr{TerHz
(urua orrra.qaHe Ha ycnyru, npo6levr c
oT.{enHr4 npoAyKrlr,roHHr.r yHKrlnonaluocru )
- 4 uaca, HtrcbK npr{opr{Ter - 8 qaca.

r?
l +
i -

/o-
(i

,n[onurrnrreJrnn rmncnBaurlfl :

flpe4noxenure ycrpoftcrna cneABa Aa aa
H oBr4, neyuorpe6rB aH pr, Heperl rr KJrr,r panvr pr Aa
6rga't HilJrI,IrrHrr B aKTyuIJrHara [poI{3BoAcrBeHa
Jrr.rcTa Ha TexHr.rr npo[3BoAr{Ten.

flpe4roxeuure ycrpoficrna ca HoBr{,
neynorpe6flBanv!, Heperlr{rur}rpaHr,r v ca
HZIJII4qHII B aKTyuInHaTa npOLI3BoACTBeHa

JrvcTa Ha TexH[r npoI43BoAVTen.

I4gnsnnnreJrrr cJreABa Aa uMa Bb3MoxHocr Aa
rrpeAnoxlr oropn3r.rpaHo o6yrenne or
flpousno4r.rrelx Ha 6rnrapcru e3llK 3a
MaHr{M}'N{ 1 aAlaunucrparop ua Brsroxurelrfr
c npoAbmKurennocr Mr,rHriM)rM (5 pa6onru

I4gnrnnHrersr uua BB3MoxHocr na
npeAnoxr oropu3r{paHo o6yrenue or
flponsno4rarenx Ha 6rnrapcxr.r e3r{K 3a
MrIHrrM)rM 1 aArraunucrpargp=-*d{4
Brsroxrrenr c npoffi*\!ffi4"
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IHId) u ro nporpaMa oAo6peHa or
Ilpozsno4xrerx.

MLIHT.IMyM (5 pa6oilrn 4uu) u ro nporpaMa

o4o6pena or llpousnoAr{rem.

I,IsnrruzreJrffT cneABa Aa [peAocraBr.{ ycnyru
rro r.rHcranarlrrr v xon$urypaqur, Karo B
Texnr4-fl o6xear cJre,qBa Aa 6r.qar r,r3rrbJrHeHr,r
Karo Mr4Hr,rMyr!{: MoHTax Ha yctpoficrnara B
uraQ Ha Bs3loxl,Itelx, HatIiIJrHa
xou(f urypaq vrfl, u aKTvrBa\Lrfl. Ha Jrr.rrleH3r.rre,
rrocJreABarrla xouSurypaqur cnprMo
HacTotlqo lI3rroJI3BaHr,rTe noJrr4TtrKlr 3a
cl{rypHocr rd MoAynr4 3a 3arrlrlra (Application
& URL Filtering, IPS, Treat Prevention)
TeKyrqo npeAocraBrHr.r or 2 6por. ycrpoficrna
Check Point 4400 paioreqlr B Krrtcrep.

I,IsnrrHr,Irersr nperocraBr ycnyru rro
r4ncraJrarlux u roHQnrypa\vfl , Karo B TexHr{t
o6xsar ule 6rAar r43nbJrHeur4 Karo
Mr4uraMyr\{: MOHTaX na yCrpOfiCTBaTa n urxa(f
na Brgnoxvrrerrfl., HaqaJrHa xouSurypaqur u
aKTI{BaIIUS Ha nr,rrleH3HTe, [OCneABarrIa
roHQr.rrlpaqnr crprMo Hacro-flrqo
pr3rroJl3BaHuTe TI0JII,ITUKLT 34 Cr,Ir)?HOCT r4
MoAynr.r 3a 3arrlnra (Application & URL
Filtering, IPS, Treat Prevention) reKyrrlo
rrpeAocraBrHpr or 2 6pot ycrpoftcrna Check
Point 4400 pa6orequ B Krrbcrep.

4. {ernapupaMe, qe aKo 6rAeu olpeAeJreHv sa prcrrbnHr,rreJr Ha rlopbqKara rqe r,r3rrbJrH]rM

KarlecrBeHo, 4o6pocrnecrHo I,r B cpoK flopbrrKara B rrbJrHo cborBercrBrle c ropeottucaHoro

npeAnoxeHr4e I,r r.r3r,rcKBanr4flTa na TexnraqecKara cuequQuraqu.a.

5. Cporc 3a rr3rrbJrHeHne:

5.1. Cpon Ha AocraBKa: Ao 30 (rpngecer) pa6orHrr AHrr, cqrrrano or Aarara Ha

noArrr.rcBaHe Ha AoroBopa

5.2. Cporc Ha rrHcraJrarlrrfl n rcoH$nrypnpaHe: ao 30 (rpugecer) pa6ornn AHrr, cqrrraHo

oT AaTATa Ha nprreMaHe Ha AocTaBKaTa

rIpu;roxenue:
1 .

o6opy4eane.
2.

rrpeAcTaBuTen.

.Ilara: 08.07.2019 r.

KaraJro:I,ro 6pourypu c rexHr.rqecKr.r xapaKTepr.IcrllKr.r Ha rrpeAnaraHoro

Oropuraqnonno fl]rcMo or rrpolr3BoAureJur vrlru HeroB oQr,rqualen

IIONru{C I{ IIEIIAT:

PrxonoAuren OrAer O6qecrnenu

r{ ynbJrHoMoqeHo Jrrrqe

luue u Qaaruaua]
lxav e cme o u a nped cm aenne at4ua yv acmuurc a]
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